
 

   

 

 

Guidance to Rhode Island Health Care Providers and 
Facilities 

 
TO:  Health Care Providers and Facilities 
 
FROM: Peter F. Neronha, Attorney General 
 
DATE:  August 12, 2025 
 
SUBJECT: Promoting Health Care Access and Protecting Patient Privacy 
 

 
The Office of the Attorney General is issuing this Guidance to promote health care 

access and protect patient privacy for all Rhode Island residents, regardless of citizenship 
or immigration status. This Guidance is intended for health care providers and facilities, 
including community health clinics, hospital systems, emergency departments, 
pharmacies, and individual practitioners. For simplicity, this Guidance refers to those 
institutions, entities, and individuals as “providers.” The term “providers” includes 
everyone who works or volunteers for the provider, including non-clinical staff. 
 

Recent changes to federal immigration policies are prompting concerns that 
federal law enforcement, including Immigration and Customs Enforcement (ICE) 
officers, may seek to gather patient information or conduct enforcement activities at 
health care facilities. The federal government has rescinded rules that previously 
restricted immigration enforcement activities in “sensitive areas” like health care 
facilities.1 We do not yet know whether and to what extent federal law enforcement will 
conduct operations targeting Rhode Island patients and providers. Although this 
guidance is focused on federal law enforcement, it bears noting that the same principles 
apply when responding to requests for information or access by state and local law 
enforcement agencies. In other words, federal law enforcement should be treated no 
differently than state or local law enforcement when it comes to protecting patient privacy 
and access to health care. 

 
This guidance is intended to assist providers in upholding their obligation to 

protect the rights of every individual seeking access to health care. Importantly:  
 

 
1 Compare Memorandum of Alejandro N. Mayorkas, Guidelines for Enforcement Actions in or Near 
Protected Areas 3 (Oct. 27, 2021) (“The foundational principle of this guidance is that, to the fullest extent 
possible, we should not take an enforcement action in or near a protected area.”) with Statement from a 
DHS Spokesperson on Directives Expanding Law Enforcement and Ending the Abuse of Humanitarian 
Parole (Jan. 21, 2025), https://tinyurl.com/568whf6d. 

https://www.dhs.gov/news/2025/01/21/statement-dhs-spokesperson-directives-expanding-law-enforcement-and-ending-abuse
https://tinyurl.com/568whf6d
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• Health care providers in Rhode Island cannot discriminate based on patients’ 
national origin.2  
 

• The Emergency Medical Treatment and Labor Act (EMTALA), a federal law, 
guarantees all patients access to emergency medical treatment, regardless of 
immigration status.3 Under EMTALA, anyone who presents in a hospital 
emergency department must receive an appropriate medical screening and, if 
necessary, must be treated until stable – regardless of immigration status, ability 
to pay, or whether the patient is insured.4  
 

• As described elsewhere in this guidance, both federal and state law require 
providers to keep patient health information confidential. That obligation applies 
regardless of a patient’s citizenship or immigration status. 
 

The guidance below seeks to clarify the following issues: (1) federal law enforcement 
officers’ access to health care facilities; (2) collecting patient information and responding 
to requests for disclosure; and (3) understanding warrants, subpoenas, other types of 
legal notices of process. In general, health care providers can consider the 
following legal and practical principles when preparing for, and responding 
to, federal law enforcement activity: 
 

• Counsel. Providers should consult with their legal counsel before disclosing patient 
information or giving federal law enforcement access to patient records or private 
spaces. 

 

• Initial contact. Providers may request and document the credentials of federal law 
enforcement officers conducting immigration enforcement activities at health care 
facilities. Providers and patients may choose not to answer questions asked by federal 
law enforcement without first speaking to a lawyer.5 

 

• Collecting information. Providers need not collect information about the immigration 
status of patients or their families, unless that information is essential to treatment or 
to determine benefit program eligibility. 

 

 
2 42 U.S.C. § 2000d; 42 U.S.C. § 18116; R.I. Gen. Laws § 23–17–19.1 (“The patient shall not be denied 
appropriate care on the basis of age, sex, gender identity or expression, sexual orientation, race, color, 
marital status, familial status, disability, religion, national origin, source of income, source of payment, or 
profession.”); R.I. Gen. Laws § 11-24-2 (forbidding discrimination in public accommodations based on 
“country of ancestral origin.”). 

3 Emergency Medical Treatment and Active Labor Act (“EMTALA”), 42 U.S.C. § 1395dd. 

4 See id. 

5 See, e.g., Terry v. Ohio, 392 U.S. 1, 34 (1968) (White, J., concurring) (“There is nothing in the Constitution 
which prevents a policeman from addressing questions to anyone on the streets. . . Of course, the person 
stopped is not obliged to answer, answers may not be compelled, and refusal to answer furnishes no basis 
for an arrest. . . “). 
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• Disclosing information. Providers are not permitted to disclose protected health 
information to federal law enforcement absent a judicial warrant, court order, or 
another valid exception to patient privacy rules. 

 

• Access. Absent an emergency, federal law enforcement can only access private, 
restricted areas of health care facilities with a judicial warrant or with a provider’s 
consent – and providers are entitled to refuse consent. Providers should consult with 
legal counsel to determine whether a federal law enforcement officer has a judicial 
warrant. 

 

• Obstruction. Providers should not physically bar federal law enforcement’s access to 
facilities, conceal patients, or otherwise affirmatively hinder enforcement actions or 
investigations. 

 

• Empowerment. Providers may consider providing patients with copies of written 
policies and information about patients’ rights in the patients’ primary languages. 
 

This Guidance is not legal advice. Health care providers should consult with their own 
counsel to formulate policies and practices consistent with these principles and should 
consider thoroughly training staff in responding to federal immigration enforcement. 
 

Governing Law About Access to Health Care Facilities 
 

As discussed below in the section about judicial warrants, federal law enforcement 
officers, including immigration enforcement officers, must generally have a judicial 
warrant issued by a federal district court judge or magistrate judge, based on 
a finding of probable cause, to access nonpublic areas in health care facilities. 
 

Except in emergencies, immigration authorities cannot enter nonpublic, 
restricted-access spaces – spaces protected by a “reasonable expectation of privacy” – 
without a judicial warrant or the provider’s consent. The right to privacy is guaranteed by 
both the Rhode Island Constitution and the U.S. Constitution.6  
 

There is generally a reasonable expectation of privacy in nonpublic spaces of health 
care facilities—such as a physician’s personal office, record rooms, or areas that are used 
for patient care and other sensitive purposes, like examination rooms and patient rooms.7 
Health care facility policies may prohibit all unauthorized visitors, including federal law 
enforcement officers without a judicial warrant or court order, from entering nonpublic 
health care facility areas. Facilities may designate restricted access spaces using mapping, 
signage, and key entry.  
 

 
6 R.I. Const. art. I, § 6; U.S. Const. amend. IV. 

7 See, e.g., Jones v. State, 648 So. 2d 669, 677 (Fla. 1994) (reasonable expectation in patient room at 
hospital); Morris v. Commonwealth, 208 Va. 331 (1967) (same). 
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In areas of health care facilities that are open to the general public, like general-
access lobbies, officers may be physically present and interact with members of the public 
or with employees of the facility, so long as they comply with applicable law and health 
care facility policies. In those public spaces, federal law enforcement officers, including 
immigration authorities, are subject to the same rules as everyone else.8 

 
Federal law enforcement may seek provider consent to enter private areas. If they 

have consent, they do not need a warrant. Providers are not required to grant consent, 
even when federal law enforcement officers assertively demand it. It is unlikely that law 
enforcement officers would seek to enter a nonpublic area of a health care facility absent 
exigent circumstances, a judicial warrant, or a provider’s consent, but should they attempt 
to do so, providers should not physically obstruct them. Instead, they may document all 
law enforcement activities and consult with legal counsel as quickly as possible. Providers 
should consider training frontline staff on a protocol to use when federal law enforcement 
seeks to enter private areas. 

 
Governing Law About Collecting Patient Information and Responding to 

Requests for Disclosure 
 

Providers need not inquire about a patient’s immigration status as a 
part of their health care delivery. Neither federal nor state law requires health care 
providers to ask about a patient’s immigration status.  

 
Providers may, however, need to gather immigration and citizenship information 

if assisting a patient in applying for a public benefit program, like HealthSource RI or 
Medicaid, that uses immigration status as an eligibility factor. Providers need not 
document this information in the patient’s medical record. 
 

Both state and federal law restrict access to protected health 
information. Under federal and state privacy law, health care providers must generally 
keep protected patient health information confidential. That obligation applies no matter 
the patient’s citizenship or immigration status.9  

 
The federal Health Insurance Portability and Accountability Act (HIPAA) privacy 

rule prohibits health care providers from using or disclosing a patient’s “protected health 
information” (PHI) without the patient’s consent,10 except under limited circumstances.11 
HIPAA defines PHI as information – including demographic data – that could reasonably 
be used to identify an individual and that “relates to the individual’s past, present or 

 
8 See, e.g., Florida. v. Jardines, 569 U.S. 1, 8-9 (2013) (holding that an officer without a warrant “may 
approach a home and knock, precisely because that is no more than any private citizen might do.”).  
9 Under HIPAA, providers may generally disclose directory information – a patient’s name, presence at a 
facility, and location – unless the patient opts out of disclosure. See 45 CFR § 164.510. Providers should 
consider asking patients at admission whether they opt out. 

10 As provided for under federal and state privacy laws, consent may be provided by an appropriate personal 
representative, including by a parent or legal guardian on behalf of a minor. 

11 See 45 C.F.R. § 164.502(a); 45 C.F.R. § 164.512(f)(1); 45 C.F.R. § 164.512(k)(5)(i). 
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future physical or mental health or condition; the provision of health care to the 
individual; or the past, present, or future payment for the provision of health care to the 
individual.” Meanwhile, Rhode Island law requires health care providers to respect every 
patient’s right to privacy and generally bars providers from releasing or transferring a 
patient’s confidential health care information without the patient’s consent.12 

 
Among other limited exceptions to confidentiality requirements under HIPAA and 

relevant state law, providers must disclose protected information in response to a court 
order, warrant, subpoena, or summons signed by a judicial officer or a grand jury 
subpoena.13 Only under specific and limited circumstances, must a provider disclose 
protected health information in response to an administrative subpoena, and, if provided 
with such a subpoena, we recommend that the provider immediately consult with counsel 
prior to responding.14 The Appendix to this Guidance shows examples of those kinds of 
judicial orders. 

 
There are important limits on disclosure even when federal law enforcement 

officers have a judicial order. First: not every judicial order requires immediate action, so 
providers should consult with counsel whenever possible to determine the timing, scope, 
and substance of any disclosures. For example, providers may seek to file a motion to 
quash a subpoena or limit the disclosure requested. Second: a provider may disclose only 
the information specifically described in a judicial order.15 Third: whenever a provider 
discloses protected health information without a patient’s consent – including in response 
to a judicial order – the provider is required to make reasonable efforts to verify the 
identity and authority of the person requesting the information and to notify the patient 
before disclosure.16 

 
HIPAA also permits, but does not require, certain disclosures by providers to a law 

enforcement official under limited circumstances and subject to certain conditions “for 
the purpose of identifying or locating a suspect, fugitive, material witness, or missing 
person,” about “an individual who is or is suspected to be a victim of a crime,” about 
decedents, about crimes on the premises of the covered facility, or in the event of 
emergencies. Providers should be familiar with the relevant provisions of HIPAA and 
consult with legal counsel whenever possible prior to making such disclosures.17 

 
12 R.I. Gen. Laws § 23–17–19.1 (Rights of Patients); R.I. Gen. Laws § 5–37.3-1 et seq. (Confidentiality of 
Health Care Communications and Information Act). 

13 See 45 C.F.R. § 164.512(f). 

14  See id.  

15 See 45 C.F.R. § 164.512(f). For more information on the permissive law enforcement exceptions, see U.S. 
Department of Health and Human Services, Health and Information Privacy (July 23, 2024), 
https://tinyurl.com/2fksk8k7. Note that even without a warrant or other exception to the privacy laws, 
federal law enforcement may visually inspect anything, including papers and files, that is clearly visible 
from a public place – like the visitors’ side of a reception desk. To safeguard patients’ privacy, providers 
should take care to maintain patient information securely. 

16 45 C.F.R. § 164.512(e)(1); 45 C.F.R. § 164.514(h)(1). 

17 45 C.F.R. § 164.512(f)(2)-(f)(5).  

https://tinyurl.com/2fksk8k7
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 Health care facilities should consider maintaining written policies and procedures 
protecting against patient information disclosures that do not comply with federal and 
state privacy laws. Wherever possible, providers should consult with legal counsel before 
providing any patient information to any third party, including federal law enforcement 
officers. Providers should review and update policies to ensure a consistent process for 
responding to subpoenas and other court orders.  
 

In sum, to protect patients, providers may consider adopting policies and practices 
along these lines: 

 

• Providers need not inquire into, or document, information about a patient’s 
immigration status unless the information is necessary for treatment or eligibility 
determination.  
 

• Providers may avoid documenting immigration-related information in medical and 
billing records and only collect the minimum necessary information. For instance, 
while it may sometimes be necessary to collect immigration status information about 
a patient, providers are unlikely to need that same information about the patient’s 
family. 

 

• Providers should train frontline staff and volunteers on a protocol for responding to 
requests for information from federal law enforcement and other third parties. Among 
other things, staff should determine and document: the requester’s name and agency, 
the specific types of protected information sought, the reason the requester wants the 
information, and a description of any documentation the requester is presenting to 
establish a legal entitlement to the information. 

 

• Frontline staff and volunteers should immediately alert supervisors and legal counsel 
when federal law enforcement officers inquire about patient information. 
 

• Whenever possible, providers should consult with counsel before disclosing any 
information to federal law enforcement. 

 
Warrants, Notices, Orders and Subpoenas 

 
As discussed above, health care providers are not required to give federal law 

enforcement officers access to nonpublic facility areas without a judicial warrant, absent 
an emergency. A judicial warrant must be issued by a federal district court judge, a federal 
magistrate, or a Rhode Island judge. Sample federal search and seizure and arrest 
warrants are available below in the Appendix. ICE “administrative warrants,” Notices to 
Appear, and administrative subpoenas are not judicial warrants and do not, by 
themselves, authorize access to nonpublic areas of a health care facility. Samples of ICE 
administrative warrants are also available in the Appendix. 
 

To be clear, health care facility personnel should not physically 
interfere with or obstruct any federal law enforcement officer, including any 
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immigration officer, in the performance of their duties. However, providers are 
not required to affirmatively assist immigration enforcement activities or to consent to 
federal law enforcement entry into nonpublic areas of health care facilities without a 
judicial warrant. Providers are also not required to answer questions from immigration 
authorities without first speaking with counsel. Providers should review and update 
policies to ensure that any document presented by federal law enforcement is examined 
by legal counsel, if feasible, before any action is taken.  
 

Judicial warrants. Judicial warrants – warrants, based on a finding of probable 
cause, issued by a federal district court judge, a federal magistrate judge, or a Rhode 
Island judge – authorize law enforcement officers to search or seize property or to enter 
a nonpublic place to arrest a named person known to be in that place.18 A valid warrant 
will generally have a heading identifying the issuing court and will include a signature 
block identifying the signatory as a judge, magistrate, clerk of court, or someone else 
signing on behalf of a judge or magistrate. Providers should not interfere with the 
execution of a facially valid judicial warrant or court order. 
 

Administrative documents. Federal law enforcement, including immigration 
authorities, may produce administrative documents, rather than judicial warrants, in an 
attempt to gain entry to private areas or to obtain medical records and information. These 
administrative documents, by themselves, do not empower authorities to enter private 
areas without consent or exigent circumstances.19 Immigration administrative documents 
typically have headers identifying the issuing federal agency – often ICE or DHS (the 
Department of Homeland Security). Administrative documents, if signed, will not be 
signed by a judge or magistrate like a judicial warrant. The Appendix has examples of 
these kinds of administrative documents. Providers should know that: 
 

• Administrative warrants are issued by immigration officials to authorize immigration 
officers to make arrests, in public locations, of people suspected of violating 
immigration laws. These administrative warrants are not judicially authorized within 
the meaning of the Fourth Amendment because they are not issued by a neutral 
magistrate based on a finding of probable cause. Accordingly, an administrative 
warrant does not authorize a search or entry into a private area.20 Health 
care personnel are not required to assist with the apprehension of a person identified 
in an administrative warrant. ICE administrative warrants are generally marked 
“Warrant for Arrest” (Form I-200) or “Warrant of Removal/Deportation” (Form I-
205). Examples are in the attached Appendix. 

 

• Notices to appear (NTA) are charging documents, issued by a federal agency such as 
ICE, Customs and Border Patrol (CBP), or the United States Customs and 
Immigration Service (USCIS), seeking to commence formal removal proceedings 

 
18 See R.I. Gen. Laws § 12–6–1; Carroll v. United States, 267 U.S. 132 (1925). 

19 8 C.F.R. § 287.8(f)(2).  

20 See 8 C.F.R. § 1240.41. 
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against an individual before an immigration court.21 An NTA may contain allegations 
about an individual’s immigration status and notifies the individual that they are 
expected to appear before an immigration judge. A Notice to Appear does not require 
health care providers to take any action; does not empower an immigration 
enforcement officer to induce cooperation; does not authorize access to nonpublic 
areas of a health care facility; and does not permit authorities to make an arrest or 
otherwise invade constitutional rights.22 A sample Notice to Appear (Form I-862) is 
in the Appendix. 

 

• Administrative subpoenas direct the production of documents or other evidence. 
These subpoenas are not signed by a federal district court judge, a magistrate judge, 
or a state judge, and they do not authorize entry into a private area. They are requests 
for information issued by agencies, like ICE. There is generally no requirement to 
comply immediately with an administrative subpoena, even if it is issued by an 
“immigration judge” – a kind of administrative official. As with most subpoenas, 
immediate compliance with an administrative subpoena is not typically required, and 
subpoenas can be challenged in court. Provider policy should require personnel to 
immediately alert designated staff about the service of an administrative subpoena to 
allow for consultation with legal counsel before compliance. Providers must carefully 
evaluate administrative subpoenas to avoid violating patients’ confidentiality and 
privacy rights. 

 

• I-9 audits. Immigration authorities may seek to verify the identity and 
employment eligibility of a health care facility’s employees. This verification process 
– an “I-9 audit” – is a workplace compliance effort, not a specific immigration 
enforcement action.23 Employers generally have three business days to furnish 
completed I-9 forms, so they need not allow immigration enforcement authorities 
immediate access to private areas or protected records.24  

 
  

 
21 See generally 8 U.S.C. § 1229(a). 

22 See Arizona v. United States, 567 U.S. 387, 407 (2012) (“When an alien is suspected of being removable, 
a federal official issues an administrative document called a “Notice to Appear.”… The form does not 
authorize an arrest.”). 

23 U.S. Immigration & Customs Enforcement, I-9 Inspection (last visited Feb. 14, 2025), 
https://www.ice.gov/factsheets/i9-inspection. See also 8 U.S.C. §1324a(b)(6)(B)(ii) (providing employers 
an additional 10 business days to correct technical or procedural failures identified in I-9 inspection).  

24 See 8 U.S.C. § 1324a(b)(6)(B). 

https://www.ice.gov/factsheets/i9-inspection


 

 

9 

ADDITIONAL RESOURCES 
 
There are a wide variety of resources for providers, patients, patient families, and 
community members impacted by recent federal immigration policy changes.  
 
Providers may consider providing patients and their families with clear, intelligible 
information about eligibility and protections, in languages commonly spoken in the 
community. That information can include copies of provider policies and information 
about access to care, nondiscrimination protections, confidentiality rules, and charity 
care availability. 
 
For Providers: 

• The National Immigration Law Center (NILC) provides additional guidance to 
help providers distinguish between judicial warrants and administrative 
immigration documents. NILC also offers advice on responding to administrative 
warrants or subpoenas.25 

 
For Patients: 

• The Immigrant Coalition of Rhode Island provides access-to-care fact sheets in 
multiple languages, as well as links to community-specific free clinics and 
programs. 
 

• Patients may want to develop a family preparedness plan and identify a trusted 
emergency contact.  
 

• If a patient is detained by ICE, a health care facility may refer the patient or their 
family to resources for legal and other assistance. The American Immigration 
Lawyers Association and the National Immigration Legal Services Directory 
maintain lists of local legal service providers.26  
 

• Individuals seeking to determine whether their family member has been detained 
and where the family member is being held can be referred to the ICE Online 
Detainee Locator.27 

 
 
 
 

  

 
25 National Immigration Law Center, Warrant and Subpoenas (Jan. 2025), https://www.nilc.org/wp-
content/uploads/2025/01/2025-Subpoenas-Warrants_.pdf. 

26 American Immigration Lawyers Association, Find an Immigration Lawyer, (last visited Feb. 14, 2025), 
https://ailalawyer.com/. Immigration Advocates Network, National Immigration Legal Services 
Directory, (last visited Feb. 14, 2025), https://www.immigrationadvocates.org/legaldirectory/.  

27 U.S. Immigration & Customs Enforcement, Online Detainee Locator System (last visited Feb. 14, 2025) 
https://locator.ice.gov/odls/#/search.  

https://www.nilc.org/wp-content/uploads/2025/01/2025-Subpoenas-Warrants_.pdf
https://www.nilc.org/resources/warrants-and-subpoenas-facts/
https://www.ilrc.org/resources/family-preparedness-plan
https://www.nilc.org/wp-content/uploads/2025/01/2025-Subpoenas-Warrants_.pdf
https://www.nilc.org/wp-content/uploads/2025/01/2025-Subpoenas-Warrants_.pdf
https://ailalawyer.com/
https://www.immigrationadvocates.org/legaldirectory/
https://locator.ice.gov/odls/#/search


 

 

10 

APPENDIX 
 

U.S. Department of Homeland Security Administrative Warrant (Form I-200) 
 

 

https://www.ice.gov/sites/default/files/documents/Document/2017/I-200_SAMPLE.PDF
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U.S. Department of Homeland Security Administrative Warrant (Form I-205) (p.1) 
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U.S. Department of Homeland Security (Form I-205) (p.2) 
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U.S. Department of Homeland Security Notice to Appear (Form I-862) 
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Federal Search and Seizure Warrant (Form AO 93) 
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Federal District Court Arrest Warrant (Form AO 422) 
 

 


