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Re: Notice of Data Security Incident

Dear Attorney General Neronha:

On behalf of our client, AssuranceAmerica Managing General Agency, LLC (the "Company"), we

are writing to notify your office of a recent data secuiity incident involving residents of the State of

Rhode Island.

Nature of securitY incident.

On March lj,20}6,the Company detected suspicious activity involving certain Company systems

that appears to have resulted from malicious activity on March 16, 2026 that targeted one of the

Compuny', employees. The Company promptly b.gun an investigation and engaged external

computei forenslc specialists to helpdetermine whlt occurred and what data may have been impacted'

During the investigition, the Company determined that an unauthorized third party accessed certain

portiois of the Company's informutionut technology (IT) environment and copied certain data files'

The Company subsequently conducted a review of the affected files to identiff individuals whose

personal informationnruy huu. been contained within those files. Because of the nature of the files

involved and the r"op. oith. required review, this file evaluation process was only recently completed

(on June 15,2026), and we are now providing this notice'

The specific data elements involved vary by individual and include one or more of the following types

of personal information: name, contact information, automobile insurance policy or insurance account

information, driver or vehicle information, claims-related information, and driver's license number'

Number of residents affected; manner of notices'

The total number of Rhode Island residents to be notified of this incident is 633. A notification letter

will be sent by regular mail to the potentially affected individuals for whom the Company has address

information no later than July s,)026.A copy of the anticipated form of individual notification letter

is enclosed. In addition, sutitituie notice will be provided, where permitted or required by applicable
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law, to help ensure awareness of the incident among potentially affected individuals for whom the

Company does not have sufficient address information.

Steps taken in response to the incident.

In addition to working with extemal computer forensic specialists to contain and address the

immediate impact of the incident, the Company notified law enforcement. The Company also

implemented additional measures designed to enhance the security of its IT systems and data,

including resetting passwords, deploying enhanced monitoring and threat detection tools, and

providing additional instruction to personnel regarding cybersecurity threats.

Contact information.

If your office requires any funher information in this matter, please contact the undersigned at the
above address, by email at blockwood@Dgrlaw,com or by phone at404-815-3674.

Sincerely,

Brett

Enclosure

BL



[Form of lndividuat Notice Letter]

AssuranceAmerica Managing GeneraI ASency, LLC

100 Gatteria Parkway, SE, Suite 800
Atlanta, GA 30339

Uunel _,2026

lFrRST] [LAST]
IADDRESS 1l

IADDRESS 2l

tcrrYl [srArE] lzrPI

Re: Notice of Data Security Incident

Dear [FIRST NAME AND LAST NAME]:

AssuranceAmerica Managing General Agency, LLC ("AssuranceAmerica" or the "Company") is

providing this notice to inform you of a cybersecurity incidentthat the Company recentty experienced
which invotved some of your personal information. This tetter is to inform you of this incident, the

stepswe havetaken in response, and the stepsthatyou maywantto considerto hetp protectyour
affected information.

What Happened?

On March 17,2026, the Company detected suspicious activity invotving certain Company systems
that appears to have resutted from maticious activity on March 16,2026 that targeted one of the

Company's emptoyees. The Company promptty began an investigation and engaged external
computer forensic speciatists to hetp determine what occurred and what data may have been

impacted. During the investigation, the Company determined that an unauthorized third party

accessed certain portions of the Company's informationat technology (lT)environment and copied
certain data fites.

The Company subsequentl.y conducted a review of the affected fites to identify individuats whose
personat information may have been contained within those fites. Because of the nature of the fites
invotved and the scope of the required review, this fite evatuation process was onty recentty
compteted (on June 15,2026), and we are now providing this notice.

What lnformation Was lnvotved?

We compteted our review and determined that some of your personaI information was contained in

the affected fites, inctuding your name and one or more of the f ottowing types of information: contact
information, automobite insurance poticy or insurance account information, driver or vehicte
information, claims-retated information, and d river's [icense n u mber.

What We Are Doing'.

The Company has taken, and continues to take, steps to prevent a similar incident from happening
in the future. After detecting the activity, the Company disabted compromised credentiats,
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[Form of lndividuat Notice Letted

terminated unauthorized sessions, isotated affected systems as appropriate, and notified taw

enforcement. The Company atso imptemented additionat measures designed to enhance the

security of its lT systems and data, inctuding resetting passwords, deptoying enhanced monitoring

and threat detection toots, and providing additionat instruction to personnet regarding cybersecurity

th reats.

What You Can Do

You shoutd consider reviewing your credit reports, bank account and other financiaI statements, and

immediatetycontactyourfinanciatinstitutionifyouidentifysuspiciousactivity. Weatsoencourage
affected individuats to review the additionaI information betow, which provides information on

additionat steps that can be taken in response to this incident, and certain state-specific notices, as

appticabte.

For More Information.

For more information, ptease catt 1-844-854-2353 (tott f ree), Monday through Friday, 9:00 a.m. to 5:00

p.m. Eastern Time, or write to AssuranceAmerica Managing Generat Agency, LLC, Attn: Data lncident

Response, 100 Galteria Parkway, SE, Suite 800, Attanta, GA 30339.

The Company takes very seriousty the need to protect the privacy and security of att personaI

information that it maintains, and deepty regrets any inconvenience or concern that this incident
may cause.

Sincerely,

AssuranceAmerica Managing GeneraI Agency, LLC
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Additional lnformation Concerning ldentity Theft and R-elated Matters

Credit Reporting Companies. Contact information for the three nationwide credit reporting
companies is as fottows:

hone: 1 -800-525-6285 Phone: 1-888-397-3742 Phone: 1 -8B8-680-7289

.O. Box 740256 P.O. Box 9554 P.O. Box 2000

[anta, GA30374 tten, TX 75013 hester, PA19016-2000

equifax.com .experian.com .transunion.com

Free Credit Report. We remind you to be vigitant for incidents of fraud or identity theft by reviewing
your account statements and free credit reports for any unauthorized activity. lf you identify any

unauthorized charges on your financiat account statements, you shoutd immediatety report any

such charges to your financiat institution. You may obtain a copy of your credit report, free of charge,
once every 12 months from each of the three nationwide credit reporting companies. To order your

annuaI free credit report, ptease visit www.annuatcreditreport.com or cat[ totl free at 1-877-322-
8228. You can also order your annuaI free credit report by maiting a compteted AnnuaI Credit Report

Request Form (avaitabte from the U.S. Federat Trade Commission's ("FTC") website at
www.consumer.ftc.gov to: Annual Credit Report Request Service, P.O. Box 105281, Attanta, GA

30348-5281.

Security Freeze. Security freezes, also known as credit freezes, restrict access to your credit file,
making it harder for identity thieves to open new accounts in your name. You can freeze and unf reeze

your credit fite for free. You also can get a free freeze for your chitdren who are under 16. And if you

are someone's guardian, conservator or have a vatid power of attorney, you can get a free lreezefor
that person, too.

How witt these freezes work? Contact attthree of the nationwide credit reporting agencies - Equifax,
Experian, and TransUnion. lf you request a freeze ontine or by phone, the agency must ptace the
treeze within one business day. lf you request a tift of the freeze, the agency must tift it within one
hour. lf you make your request by mait, the agency must place or tift the freeze within three business
days after it gets your request. You atso can tift the f reeze temporarity without a fee.

The fol.towing information must be inctuded when requesting a security freeze (note that if you are
requesting a credit report for your spouse, this information must be provided for him/her as wett): (1)

f ut[ name, with middte initial. and any suffixes; (2) SociatSecurity number; (3) date of birth; (4) current
address and any previous addresses for the past five years; and (5) any appticabte incident
report or comptaintwith a law enforcement agencyorthe Registry of MotorVehictes. The request must
atso inctude a copy of a government-issued identif ication card and a copy of a recent utitity bitt or bank
or insurance statement. lt is essentiat that each copy be legible, disptay your name and current
mail,ing address, and the date of issue.

Fraud Alerts. A fraud atert tetts businesses that check your credit that they shoutd check with you
before opening a new account. An initiat f raud alert stays on your credit report for one year. You may
have an extended alert ptaced on your credit report if you have atready been a victim of identitytheft
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with the appropriate documentary proof . An extended f raud atert stays on your credit report for seven

years. To ptace a fraud atert on your credit reports, contact one of the nationwide credit bureaUs. A

fraud atert is free. The credit bureau you contact must tettthe other two, and all three witt ptace an

atert on their versions of your report.

Federat Trade Commission and State Attorneys GeneraI Offices. lf you betieve you are the victim

of identity theft or have reason to betieve your personaI information has been misused, you shoutd

immediatety contact the Federat Trade Commission and/or the Attorney Generat's office in your

home state. You may atso contact these agencies for information on howto prevent or avoid identity

theft. You may contact the Federat Trade Commission, Consumer Response Center, 600

Pennsytvania Avenue, NW, Washington, DC 20580, www.ftc.govlbcpledu/microsites/idtheft/, 1-

877-r DTH EFT (438-4338).

Reporting of identity theft and obtaining a potice report. You have the right to obtain any police

report fited in the United States in regard to this incident. lf you are the victim of f raud or identitytheft,
you atso have the right to fite a potice report.

AdditionaI lnformation for Residents of Gertain States

For Arizona Residents: You may obtain one or more additionaI copies of your credit report, free of

charge. You must contact each of the credit reporting agencies directty to obtain such additionaI

report(s).

For Cotorado Residents: You may obtain one or more additionaI copies of your credit report, f ree of

charge. You must contact each of the credit reporting agencies directty to obtain such additional

report(s).

For District of Cotumbia Residents: You may contact the District of Cotumbia Attorney General at

4OO 6th Street, NW, Washinton, D.C. 20001, oag(odc.gov and www.oag.dc.gov,1-202-727-3400.

For Georgia Residents: You may obtain one or more (depending on the state)additionat copies of

your credit report, free of charge. You must contact each of the credit reporting agencies directty to

obtain such additionat report(s).

For lowa Residents: You may contact the lowa Attorney General at Office of the lowa Attorney

Generat, Hoover State Office Buitding, 1305 E. Watnut Street, Des Moines, lA 50319,

www.iowaattorneygenerat.gov,l-515-281-5164. You may obtain one or more (depending on the

state) additionat copies of your credit report, free of charge. You must contact each of the credit
reporting agencies directty to obtain such additionat report(s). You may obtain one or more

additionat copies of your credit report, f ree of charge. You must contact each of the credit reporting

agencies directty to obtain such additionat report(s).

For Kentucky Residents: You may contact the Office of the Attorney General of Kentucky, 700

Capitol, Avenue, Suite 1 18 Frankfort, Kentucky 40601, www.ag.ky.gov, Tetephone: 1-502-696-5300.

For Maine Residents: You may obtain one or more additional copies of your credit report, free of

charge. You must contact each of the credit reporting agencies directty to obtain such additiona[
report(s).
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For Maryland Residents: You may contact the Marytand Office of the Attorney General, Consumer
ProtectionDivision,200St.Pau[P[ace,Ba[timore,MD21202,W@,1-BB8-743-
0023. You may obtain one or more additional copies of your credit report, f ree of charge. You must
contact each of the credit reporting agencies directty to obtain such additionat report(s).

For Massachusetts Residents: You have the right to obtain a copy of any potice report fited in
connection with this incident. lf you are a victim of identity theft, you atso have the right to fite a
potice report and obtain a copy of it. You may obtain one or more additionat copies of your credit
report, f ree of charge. You must contact each of the credit reporting agencies directty to obtain such

additionat report(s).

For Montana Residents: You may obtain one or more additional copies of your credit report, f ree of

charge. You must contact each of the credit reporting agencies directty to obtain such additionat
report(s).

For New Jersey Residents: You may obtain one or more additionaI copies of your credit report, f ree

of charge. You must contact each of the credit reporting agencies directty to obtain such additionat
report(s).

For New Mexico Residents: You have rights under the federat Fair Credit Reporting Act (FCRA),

which governs the cottection and use of information pertaining to you by consumer reporting
agencies. For more information about your rights under FCRA, ptease visit
https://www.consu mer.ftc.gov/sites/def autt/f ites/articles/pdf/pdf-0096-fa ir-cred it-reportinS-
act.pdf or www.ftc.gov.

For New York Residents: You may contact the NewYork Department of State Division of Consumer
Protection, One Commerce PLaza, 99 Washington Ave., Albany, NY 12231-0001,

http://www.dos.ny.gov/consumerprotection ,518-474-8583 / 1- 800-697- 1220; and New York State
Office of the Attorney Genera[, The Capitot, Albany, NY 12224-0341, https://ag.ny.gov, 1- BOO-771-

7755.

For North Carolina Residents: You may contact the North Carotina Office of the Attorney Generat,

Consumer Protection Division, 9001 Mail. Service Center, Rateigh, NC 27699- 9001 , vwvw.ncdoj.gov,
1-877-566-7226.

For Oregon Residents: You may contact the Oregon Department of Justice,1162 Court Street NE,

Sa [e m, OR 9730 1 -4096, www.d oj. state. or. us, 1 -877 -87 7-9392.

For Pennsylvania Residents: As required by appticable [aw, we are offering affected individuats in

Pennsytvania a comptimentary, 12-month credit monitoring service with lDX. The IDX service hetps
detect possibte misuse of personat information and provides identity protection support focused
on identification and resotution of identity theft concerns. This credit monitoring seruice is free to
affected individuats and enrolting in this program witt not hurt one's credit score. Please note that
thedeadtinetoenro[[forthiscreditmonitoringserviceis-,2026.

For Puerto Rico Residents: You may obtain one or more additionaI copies of your credit report, f ree

of charge. You must contact each of the credit reporting agencies directty to obtain such additionaI
report(s).

For Rhode lstand Residents: You may contact the Rhode lstand Attorney Generat, 150 South Main
E
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Street, Providence, Rl 02903, www.riag,.ri-gpv,1-401-274-4400. You have the right to obtain a copy

of any potice report fited in connection with this incident. lf you are a victim of identitytheft, you atso

have the right to fite a potice report and obtain a copy of it.

For South Garotina Residents: You may contact the South Carotina Department of Consumer

Affairs, for guidance on preventing and minimizing the effects of identity theft at 293 Greystone

Boulevard, Suite 400, Columbia, SC 29210, www.consumer.sc.gov,l-803-734-4200.

For Texas Residents: You may contact and obtain information from your state attorney generaI at:

off ice of the Texas Attorney GeneraI www.texasattorneygenerat.gov/consumer-protection/iden.tity-
theft or contact the ldentity Theft Hottine at 1-800-621-0508 (tott-free).

For Vermont Residents: lf you do not have lnternet access but woutd tike to learn about how to
ptace a security freeze on your credit report, contact the Vermont Attorney Generat's off ice at 1 -802-

656-31 81 (or 1-800-649-2424 -tollf ree in Vermont only).

For Washington Residents: You may obtain one or more additionat copies of your credit report,

free of charge. You must contact each of the credit reporting agencies directty to obtain such

additionat report(s).

For West Virginia Residents: You may obtain one or more additional copies of your credit report,

free of charge. You must contact each of the credit reporting agencies directty to obtain such

additionat report(s).
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